COCI R European Coordination Committee of the Radiological, Electromedical and Healthcare IT Industry
Aﬂ/macghy#ea[/%mre

Q- COCIR Virtual Session
Monday 16 Nov. 2020

DIGITALISATION OF HEALTHCARE:

ITHE NEW NORMAL

How Remote Patient Monitoring is
improving patient outcomes?
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What it needs to measure and
improve Patient Outcomes
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What it needs to measure and
improve Patient Outcomes

Patient * high market dynamics

saymessuing ® Nigh Innovation rate

o, ¢ alot of vendors in start-up mode

e consolidation of Vital Sign’s per
ﬂﬂ Device
: * measure what can be measured

------------ e 0 djsrupting existing technologies
and ways to measure - Digital
Biomarkers

Connectivity and integration is key
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What it needs to measure and
improve Patient Outcomes
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What it needs to measure and
improve Patient Outcomes
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Communicate and act
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What it needs to measure and
improve Patient Outcomes

Best-in-class technology providers
* Full compliance to regulations and standards
= 15027001/17/18

* e.g. Microsoft Azure

-

o

Full compliance to GDPR
* Full transparency and control for the Data Controller

* DPIA GD?R validated cryptographic module for storage
Compliance encryption of data at-rest
Trusted
Information
y Technology
©  Security Part
Best practice InfoSec guidance Privacy by artners Dedicated Cloud Operations Team
* Security Development Life Cycle Design and * Proactive monitoring and incidence handling
* Vulnerability- and Incidence Management fart * Stringent implementation of Role-Based-Access
Default * Continuous training on Privacy and Security
Independent Secure
Audits Operations
External privacy assessment Stringent
* Penetration test Encryption during Transport and at Rest
o Application of i ¥ P

* HTTPS communication between service endpoints
Encryption * Databases use TDE/AES256 encryption

* End-to-end encryption
&

No compromise on Data Privacy Y

WWW.COCIR.ORG ®



http://www.cocir.org/

COCIR

Advaucing Healtheare
Qoo

WWW.COCIR.ORG

Conclusion and Recommendations

1. Leverage existing loT and Sensor-technology to drive
Remote Patient Monitoring — Telemedicine and Virtual
Care

2. Support workflow and interoperability of healthcare
provider

3. Continue to build further evidence for more chronic
diseases/comorbidities (COPD, Diabetes, Cancer...) to

4. Further drive reimbursement

5. No compromise on Data Security and Data Privacy
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